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The Perfect Setup - OpenVZ with CentOS 4.4

In this HowTo | will describe how to prepare a G@8t4.4 server for OpenVZ virtual machines. With g8
you can create multiple Virtual Private Servers §YBn the same hardware, similar to Xen and thax.in
Vserver project. OpenVZ is the open-source braridtirtuozzo, a commercial virtualization solutiosad by
many providers that offer virtual servers.
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0. Minimum Requirements

- Hardware

Pentium based cpu, 256 MB RAM, 6
- Software

Any Linux distribution ( Preferred CentOS )
- Other

NIC and Internet Connection

1. Installing and Configuring Host Operating Systemon Hardware Node

This section explains how to install Fedora Com4he Hardware Node and how to configure it foe@yZ.
If you are using another distribution, please ctirthe corresponding installation guides aboutitiséallation
specifics.

Info: Download the 4 CentOS 4.4 CD iso images feomirror near you (the list of mirrors can be founse:
http://www.centos.org/modules/tinycontent/index.pias13).

Step #1 — Install the Base System

Boot from your CentOS 4.4 CD (CD 1). / DVD

& CentO

y install or upgrade in graphical mode, press the <ENTER> key.

y install or vupgrade in graphical mode on an 1586 machine,

pz 1586 <ENTER>.

or upgrade in ftext mod type: limux tewxt <EMTER>.
(or for iSBE machines in tex ode type: 1586 text <ENTER>. )

Use the function |~!.l-l__.|!-: listed bhelow for more information.

[F1-Hainl [F2-0ptionz] [Fi-Generall [F4-Kernell [Fi-Rescuel

It can take a long time to test the installatiordiaeso we skip this test here:



lcome to Cent05-4 1306

| CD Found

To begin testing the CO media before
installation press OK.

Choose Skip to skip the media test
and start the installation.

<Tab>s<Alt-Tab* between elements 1 <3pace’ selects 1 <F12> next screen

The welcome screen of the CentOS installer app€&4ick on Next:

) %CentOS

Welcome to
Cent05-4 1386

Diuring this installation, you can ||

use your mouse or keyboard to
navigate through the various %

SCMERnS,

| Y
The Tab key allows you to

move around the screen, the
Up and Down arrow keys o
scroll through lists, + and - keys
expand and collapse lists,
while Space and Enter selects
of removes from selection a | :
highlighted itemn. ¥You can also r ] C’
use the Alt-X key command 1A | ri
comhination as a way of N - i
clicking @n buttons or making
other screen selections, where
Xis replaced with any
underlined letter appearing

4 B >

Iﬁ.‘l:dr- Help | __?q.th.‘dhl: Moles Mexl

Choose your language next:



A

Language Selection

Choose the language vou would
like to use during this installation.

| EHe Help | [FRelbase Mo |

What language woulkd you like te use dunng the installation
process?

Bulgarian (Exnrapseu;
Catalan {Catal)
Chinesersimplifiad) (7 #1720
Chinese(Tradiional) (8540
Croatian (Hrearskil

Czech (Ceslina)

Danish {Danski

Dt (Wederlands)

English {English]
Estanian (eest keel)
Finrush (suomiy

French {Francais)
Gemnan (Deutsch)
Guyarati {zpe
Hirdi ¢fi=51
Hungarian (magyar}
lcelandic fislenska

Select your keyboard layout:

A

Keyboard
Configuration

Choose the layout type for the
kevheard (for example, LLS,
English) that you would like 1o
use for the system,

|ﬁ|-|id.= Help | [Fralase Nn1|=.|

We want to install a server so we choose Serves: her

[*]

|=1I Back | B Nex |

@ Select the appropriase keyboard for the system.
[EL AU

Danish (atinly
Devanagar {Inscrpt)
Dhurich

Divarak

F=tanian

Finrizh

Finri=h {latinl)
Franch

French Canadian
French {labinl)
Franch dlatin
French (gl
Geman

Geman (latinl)

Gerrian Olalind w) no deacieys)
Greelk

Guarat (nscrp)

Hungarian

Hunmanam (111 ko

|2

|

|4I Back | |h Nexl |




- Personal Deskiop
|n5ta"atlﬂﬂ T'jl"pe ~ |"_'= Perfec for persenzl computers ar lpoges, sebact 115 hsaknior oepe o
. matal g graphcal deskiop enviemmenl anmd cmake 4 spalem seal o
bome of des koop use,

Choose the type of installation
that best meats your needs.

. Warkstaticn
) FF This ootion nstals a graprical deskbop ameironment with 2ok for

An installation destroys any sodtane develpmem and sysiem acmikimaton.

previously saved information on
the selected pariioms. e

" d\j Sabers this nesaletio e §ym wouel [ke 1o sst up fie sharing, prinl
= =

For mare information concerning shanrg, ard Wehb serdces, Addtanal serices zan also be enaskad,

the differences among thess : andl o can chaose whiether o nad i nstal a grapkical e renrsin,
installation classes, refer to the
product decumentation, —= e
e L Sarbeit this inszalarion e 1o gain coampless conmn e the insalaton
process, irchidng soffware packege s=l=chion and partionrg.

|'ﬁ|-|m=Hap |!§Rﬁm=uhlul|ﬂ. |-il Back | |i-r Mexl |

Step #2 — Disk Patrtitioning

On the Disk Partitioning Setup screen, select Mbpasition with Disk Druid. Do not choose autoneati
partitioning since this type of partitioning wilteate a disk layout intended for systems runningipie
services. In case of OpenVZ, all your serviceslshalinside Virtual Private Servers.

Disk Partitioning
Setup

COne of the largest obstacles for
a new user during a Linux

:;t?;l:;?Sn:agzn:‘;z.n;:ﬁ}ml5 :_’Lumma!jc Panitioning sets panitans t_vased an 1h_e_5e|ecred
g 2 installation type, Yiou also can customize the paritions once

providing automatic they have besn created.

paritioning. “

The marual disk pariticning tool, Disk Dnd, allews you b

By selecting autamatic Craate partitons in an inemclive environmeant. You can set the

partitioning, you do not have o file system fypes, mount painks, pariion sizes, ard mane,

use pamitioning toals o assign @) Autematically pariion

mount points, create partitions, 3 Manually pariicn with Disk Druid
of allocate space for your

installation.

T partition manually, choose
the Disk Druid partitioning | |
taol.

Use the Back bution to choose

w PR

|ﬁ|-|.d.=H=|p |ER¢-IM:|=NUI|:\ |-il Back | B Nex |

I'm installing CentOS 4.3 on a fresh system, sasher Yes to the question Would you like to inigalthis



drive, erasing ALL DATA?

gCentOs

Disk Partitioning
Setup

One of the largest obstazloz tor
a new user during a Um

installation is partitionin .
process s made easier The partition table on device sda was ureeadable, To cregre | e Selected
providing automatic |: ?)- neww partifions @ must be inftidlized, cavsing the lass of ALL rarfmans Grce
panitioning. DATA on this dive.
This speralion will pvermride arry previous installation chsices HlowE v ta
By selecting autamatic abaut which drives toignore. _f::d can sat the
pantitioning, vou do nat Tl Ui
use partitiening teols o Would you e ta intalize this dove, erasing ALL DATA?
mount points, create pa T 7 fuid
of allocate space far yo . _f'-l_U___.| o e |
installation.
To partition manually, choose
the Disk Druid partitioning
tocl.
Use the Back bution to choose
o R [+
| EHe Help | [FRelbase Mo | ]l Bark | | B Nex |

Select Remove all partitions on this system.

Automatic
Partitioning

Eeelote automatic parliioning can be set ua by the
irstalation program, you must choose how to use

Automatic partitioning allows
P g the space an your haed drives.

Yol Ty have some cantrol

cenceming what data is | vant to hawe automatic partitioning:

removed (F any) from yaur

system. ) Remowe all Limse paritions on this system
® Remove all paritions on this system

To remove only Linux partitions || ) Keep all panitans and use existing free space

iparitions created from a

previous Linux in stallation), Sefecl the driveds) o use Tar the installaban:

select Remove all Linux M sda 30718 ME Whware, Yhwae Vitual 5
partitions on this system.

To remove all parifions on
your hard driveds) dhis includes
paritions created by other 91 Rewiew [and mocify if needed) the panitions created
operaling syslems such as
Windows 95R&NT2000),
select Remove all partitions
an this system,

|ﬁHﬂeHap |Rne-lm=|:hlu1e. |-1 Back | B Nex |

We want to remove all Linux partitions, so we ansi¥es to the following question:



Create the following partitions on the Hardware Nock:

For example:

Partition FS TypeTypical size Description

/ ext3 2-4 Gb Root partition for Hardware Node Q&sf
swap swap 2 times RAM Paging partition for the XIS

Nz ext3 Rest of available Partition to host OpenVZ templates and

Space VPSs
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Step #3 — Configuring Grub, Network and Security

Now the boot loader GRUB will be installed. You daave the default settings unchanged and clickiext:



On to the network settings. The default settinggheito configure the network interfaces with DH®Rt we
are installing a server, so static IP addressesara bad idea... Click on the Edit button attthgeright. In the
window that pops up uncheck Configure using DHC® gime your network card a static IP address (i th
tutorial I'm using the IP address 192.168.0.10@ifmonstration purposes):



Set the hostname manually, e.g. serverl.example@odnenter a gateway (e.g. 192.168.0.1) and tip¢e
DNS servers (e.g. 145.253.2.75, 193.174.32.18,184d25.0.60):

SELinux is a security extension of CentOS that &hptwovide extended security. In my opinion you ‘tloeed
it to configure a secure system, and it usuallyseaunore problems than advantages



Click on Proceed:

Step #4 — Other Settings

Select the default language for the system andwatiter languages, if necessary:



Choose your time zone:

Give root a password:



Step #5 — Package Selection and Finalizing the sgst

Now we are to select the package groups. Unchedkagas on the server group. Install a bare OS withoy
applications



The installer tells you which CDs it will need twstall the selected packages:



The installation begins. This will take a few miesit



Finally, the installation is complete, and you camove your CD from the computer and reboot it:

Step #6 - Post Installation
yum update -y

shutdown now -r
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2. Installing OpenVZ Kernel

Step #7 - Downloading and Installing OpenVZ Kernel
# cd /etc/yum.repos.d
# wget http://download.openvz.org/openvz.repo

# yum install ovzkernel

Step #8 - Configuring the bootloader

In case GRUB is used as the boot loader, it wilttefigured automatically: lines similar to thesd e
added to the /boot/grub/grub.conf file:

titte Cent OS (2.6.8-022stab029.1)
root (hd0,0)
kernel /vmlinuz-2.6.8-022stab029.1 ro rodev/sda5 quiet rhgb vga=0x31B
initrd /initrd-2.6.8-022stab029.1.img

Change Cent OS to OpenVZ (just for clarity reasenghe OpenVZ kernels will not be mixed up with
non OpenVZ ones). Remove extra arguméats the kernel line, leaving only the root=... aaweter. Th
modifed portion of /etc/grub.conf should look litkes:

title OpenVZ (2.6.8-022stab029.1)
root (hd0,0)
kernel /vmlinuz-2.6.8-022stab029.1 ro rddéev/sda5
initrd /initrd-2.6.8-022stab029.1.img

Step #9 - Configuring sysctl

There is a number of kernel parameters that shoeilkbt for OpenVZ to work correctly. These
parameters are stored in /etc/sysctl.conf file. eHetthe relevant part of the file; please ediicitordingly.

# On Hardware Node we generally need

# packet forwarding enabled and proxy arp disabled
net.ipv4.ip_forward = 1
net.ipv4.conf.default.proxy _arp =0

# Enables source route verification
net.ipv4.conf.all.rp_filter = 1

# Enables the magic-sysrqg key



kernel.sysrq =1

# TCP Explict Congestion Notification
#net.ipv4.tcp_ecn =0

# we do not want all our interfaces to send redérec
net.ipv4.conf.default.send_redirects = 1
net.ipv4.conf.all.send_redirects =0

Step #10 - Configuring SELinux
SELinux should be disabled. To that effect, putftil®wing line to /etc/sysconfig/selinux:

SELINUX=disabled

Step #11 - Conntracks

In the stable OpenVZ kernels (those that are Zb&s8d) netfilter connection tracking for VEO isatied
by default. If you have a statéfiirewall enabled on the host node (it is theredeyault) you should eith
disable it, or enable connection tracking for VEO.

To enable conntracks for VEO, add the followingelito /etc/modprobe.conf file:

options ip_conntrack ip_conntrack_enable ve0=1

Note: in kernels later than 2.6.8, connection tiegks enabled by default

Step #12 - Rebooting into OpenVZ kernel

Now reboot the machine and choose "OpenVZ" on tu lmader menu. If the OpenVZ kernel has been
booted successfully, proceed to installing the desezl tools for OpenVZ.

Step #13 - Installing the utilities

OpenVZ needs some user-level tools installed. Those

vzctl - A utility to control OpenVZ VPSs (creategstroy, start, stop, set parameters etc.)

vzquota - A utility to manage quotas for VPSs. NMossed indirectly (by vzctl).

# yum install vzctl vzquota

Step #14 - Starting OpenVZ

# Isbin/service vz start

Note: OpenVZ is now set up on your machine. To I0p&nVZ kernel by default, edit the default line in

the /boot/grub/grub.corffle to point to the OpenVZ kernel. For exampfehe OpenVZ kernel is the fir
kernel mentioned in the file, put it as defaulS@e man grub.conf for more details.

3. OS template cache preparation



Step #15 - Installing template utilities

# yum install vzpkg vzyum vzrpm43-python vzrpm44hmn
Step #16 - Installing OS template metadata

# yum search vztmpl

# yum install vztmpl-XXX [...]

Eg:

yum install vztmpl-centos-4.i386

Step #17 - Installing repository cache (optional)
vzpkgcache

Step #18 - Alternative: use precreated template che
cd /vz/template/cache

Download Precreated Templates frdmttp://download.openvz.org/template/precreated/

4. VE Creation and other oprations with VEs

Step #19 — Creating VE

[host-node]# vzctl create 112 --ostemplate centi38-default
Step #20 — Adding IP(s) to VE

[host-node]# vzctl set 112 --ipadd 192.168.6.1%2ve

Step #21 — Starting VE

[host-node]# vzctl start 112

Step #22 — Running ps command from Hardware Node
Your freshly-created VE should be up and running;ngou can see its processes:
[host-node]# vzctl exec VEID ps ax

Step #23 - To enter VE give the following command:
[host-node]# vzctl enter VEID

entered into VPS VEID



[ve]#

Step #24 - To exit from VE, just type exit and presenter:
[ve]# exit

exited from VPS VEID

[host-node]#

Step #25 - To stop VE:

[host-node]# vzctl stop VEID

Stopping VPS ...

VPS was stopped
VPS is unmounted

Step #26 - To destroy VE:

[host-node]# vzctl destroy VEID

Destroying VPS private area: /vz/private/VEID
VPS private area was destroyed



